
Invalid Traffic and Ad Fraud
Everything you need to know



Before we start…

Who has heard of or experienced 

ad fraud recently?



Opticks provides invalid traffic detection and fraud prevention solutions 

to the fastest-growing DCB & VAS players



FAKE SUBSCRIPTIONS

Use Cases. Helping DCB prevent fraud along the subscription journey

• Stop payouts for fraudulent click and 
conversion events

• Immediately reinvest direct savings in new 
partners and sources with higher performance 
(and less fraud)

• Reach objectives in acquisition and growth

• Save time otherwise spent on negotiations and 
chargebacks with advertising partners fraud

• Make informed decisions about your ad 
investments 

• Invest only in fraud-free channels and cancel 
agreements with fraudulent partners

• Multiply and scale acquisition channels and 
partners with peace of mind

• Works for all channels

• Protect your end users from advanced 
auto-subscription fraud 

• Prevent fake subscriptions instead of 
reacting to complaints, avoiding 
commercial downfalls and regulatory
sanctions.

• Manage your risks flexibly through rules 
previously set by your business, allowing you 
to block and prevent bad traffic sources 
from reaching your products

• Identify your cleanest, most performing 
partners

• Save time otherwise spent on negotiations 
and chargebacks with end users, partners 
and regulators

FAKE TRAFFIC

PREVENT PREVENT

AFFILIATION

DIRECT 
PARTNERS



What is invalid traffic and ad fraud?

Invalid Traffic

AD FRAUD

Paid Traffic 

BOTS

ADWARE

CLICK FARMS

FAKE LEADS

FAKE  VIEWS

FAKE ATTRIBUTION

FAKE CLICKS

PPC

AFFILIATION

PROGRAMMATIC

….



Problem. Ad fraud is stopping the growth and trust of the digital advertising ecosystem

Ad fraud is the most prevalent cybercrime It bears a huge financial cost for advertisers

$120 billion

is the estimated budget that digital
advertisers will lose to ad fraud via 

online, mobile and in-app advertising in 
2022.

Attractiveness of hacking based on financial gain and efforts
Source. Hewlett Packard Enterprise - The Business of Hacking

Source: ANA, 2022



Examples. Some of the world’s best known ad fraud cases



Ad fraud impacts your key advertising metrics and results

+9%
CAC

-11%
RoAS

-5%
Conv. Rate

What ad fraud causes



Who’s behind invalid traffic. 

Advertisers Ad networks Publishers

Money flow €€€

Traffic flow ###

Segment
● Fraudulent publishers
● Fraudulent intermediaries
● Competing advertisers

Structure
● Black-hat marketers
● Organized crime

Advertising value chain

Main actors



z

Click farm

Who’s behind invalid traffic. Real-life examples

Clickbot code



Conclusions

● Ad fraud has different faces

● Huge problem that costs $120bn/year

● Impacts all your key advertising metrics

● Many well-known cases (Uber, Twitter…) and many 
more unknown

● Affects the entire funnel and all channels

● Hinders the digital advertising value chain

Good news:

● Early signs can be identified

● Solutions are available



Your turn…

Any questions?



Thank you for attending!

Contact us: marketing@optickssecurity.com

Start getting more results today

mailto:dominic.bahmani@optickssecurity.com
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