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Why SIM Swap?

Growth of digital services & mobile used as the 

trusted source for authentication

Advent of OTP over SMS for authentication

SMS was widely adopted because of its universality -

Particularly relevant in the African context, because 

continent is mobile-first & many subscribers do 

not have access to a data connection

Relatively easy to commit a SIM swap
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• 90% of CIOs in Financial Services 

identified SIM swap fraud as an issue for 

their organisations

• Most experts estimate that SIM swap fraud 

accounts for between 15-30% of all fraud 

• Over 25% of consumers have been 

victims, or know of victims of SIM swap 

fraud

SIM Swap Fraud across Africa



Nigeria

SIM swap is such a significant issue in 

Nigeria, the regulator has mandated that 

banks in the country protect against it
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• Market less familiar with SIM swap 

fraud

• A lot of manual banking agent verification 

done via voice calls – exploited by SIM 

swap fraudsters

• Is mostly used to commit cheque fraud

Francophone West Africa



Credit Services

• SIM swap fraud is usually coupled with 

social engineering and/or phishing 

attempts

• This way fraudsters can gain access to 

victims’ bank & financial service accounts

• But, with the host of mobile micro-finance 

credit services now available, it is now 

simple for a SIM swap fraudster to take 

out a loan in someone else’s name
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Social Media, Email & Other 

Digital Services
Because OTP via SMS is used to 

secure a whole host of other digital 

services, SIM swap is also being used to 

take over victims’ digital accounts



Why have SIM swap detection services available on the 

market not worked?

SIM Swap Detection Services

Data Subscribers with no data access cannot take advantage of services that 

require mobile data/data connection

Network information not available from all MNOs across a market

Data sharing & access to subscriber data given the introduction of laws like 

POPI & GDPR etc.

Don’t provide real-time SIM swap data

Unstable platforms providing the service, scalability issues

Pricing

How do we handle legitimate SIM swaps & allow transactions in a frictionless 

way



Mobile as a trusted source for authentication has benefited 

MNOs & digital services providers alike

Mobile as the Trusted Source

Robust SIM swap detection service will add an additional element 

of security to existing authentication services 

Help verify that a subscriber is in possession of their mobile 

number

Confirm that a verified user is authenticating a transaction 

Win-win for MNO, digital financial service providers & the 

consumer 

An independent service is critical to the success of the service



Myriad Connect 

supports the backbone 

of Fintech in Africa –

securing & enabling 

financial services

https://connect.myriadgroup.com
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